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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listing of claims in the 
application: 

Listing of the Claims: 

1 . (Currently Amended) A method for controlling exchange of private information 
associated with a client device, said method comprising: 

(a) receiving a request from the client device; 

(b) determining whether a privacy agreement is needed to respond to the 
request before private information associated with said client device is exchanged; 

(d) negotiating determinin g whether a privacy agreement ran be reached 
before private information associated with said client device is exchanged when sard 
de termining (b) determines that said privacy agreement is needed , wherein the privacy 
agreement includes a plurality of components and governs the exchange of the private 
information wh e n said determining (b) determines that a privacy agrocmont ic neede d ? 
« and wherein said d etermining of whether said privacy agreement can be reached 
comprises: 

(c2) determining whether to accept at least one proposed f[a|] privacy 
agreement should bo aocoptod by examining said at least one proposed privacy 
agreement wherein said at least o ne proposed privacy agreement which 
includes a plurality of components that govern the exchange of privacy the 
private information associated with said client; 

(c3) negotiating at least one component of said at least one proposed 
privacy agreement when said determining (c2) determines not to accept that a 
said proposed privacy agreement should not bo accepted ; 

(c4) generating an accepted privacy agreement as a set of rules that 
govern the exchange of private information when said determining (c2) 
determines to accept said that a privacy agreement should bo acooptod ; and 

(d) thereafter producing a response to the request when said determining fc2> 
determines to accept said that-a-prrvacy agreement ea» b e acc e pte d. 
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2. (Original) A method as recited in claim 1 , wherein the private information 
includes location information of the client device, 

3. (Original) A method as recited in claim 1, wherein said producing (d) comprises: 

(d1) receiving the private information associated with the client device; and 

(d2) producing the response to the request based at least in part on the private 
inform atron. 

4. (Original) A method as recited In claim 3, wherein the private information 
includes location information of the client device. 

5. (Original) A method as recited in claim 4, wherein the client device is associated 
with a network, and 

wherein the location information is at least one of client-provided and network- 
provided. 

6. (Original) A method as recited in claim 3, wherein said method is performed on a 
server. 

7. (Original) A method as recited in claim 6, wherein the private information is 
attached to ttie request. 

8. (Original) A method as recited in claim 1 , wherein the client device Is a wireless 
device. 

9. (Currently Amended) A method for exchanging private information associated 
with a client device to a server device via a proxy server, said method comprising: 
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establishing an authorization agreement that enables authorizes the proxy serve 
to negotiate privacy agreements with server devices on behalf of the client device, 
wherein the privacy agreement defines a set of rules that govern the exchange of 
information between the client device and the server device; 

receiving a request at the proxy server; 

receiving a proposed privacy agreement from the server device associated with 
the request; 

negotiating the privacy agreement by the proxy server on behalf of the client 
device when the proposed privacy ag reement is not In accord with the authorization 
agreement; 

accepting the proposed privacy agreement as a privacy agreement by the proxy 
server for the client device when the proposed privacy agreement in accord with the 
authorization agreement; and 

providing the private information to the server device,, after said accepting of the 
proposed privacy agreement or after sai d negotiating of the privacy agreement 

10. (Canceled) 

11. (Original) A method as recited in claim 9, wherein the private information 
includes location information of the client device. 

12. (Original) A method as recited in claim 1 1 , wherein the client device is 
associated with a network, and 

wherein the location information is at least one of client-provided and network- 
provided. 

13. (Original) A method as recited in claim 1 1 , wherein the request is received at the 
proxy server and the response is produced by the server device. 
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14. (Original) A method as recited in claim 13, wherein the request includes the 
private information associated with the client device. 

15. (Original) A method as recited in claim 14, wherein said providing operates to 
provide the private information to the server device after said accepting of the proposed 
privacy agreement as the privacy agreement or after said negotiating of the privacy 
agreement 

16. (Original) A method as recited in claim 15, wherein said providing operates to 
refuse to provide the private information to the server device when both the proposed 
privacy agreement Is not accepted and negotiating of the privacy agreement is 
unsuccessful, 

17. (Original) A method as recited in claim 9, wherein said method further 
comprises: 

determining whether an existing privacy agreement already exists for the server 
device and the client device; and 

bypassing said receiving of the proposed privacy agreement and said accepting 
of the proposed privacy agreement when said determining operates to determine that 
an existing privacy agreement already exists for the server device and the client device. 

18. (Original) A method as recited in claim 17, wherein said determining of an 
existing privacy agreement already exists comprises: 

identifying an existing agreement between the server device and the client 
device, the existing agreement having a predetermined coverage; and 

determining whether the request is covered by the predetermined coverage of 
the identified existing agreement. 
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1 9. (Currently Amended) A method for controlling exchange of private information 
associated with a client device supported by a carrier network infrastructure, said 
method comprising: 

(a) receiving a request from the client device, the request being directed to a 
server device; 

(b) determining whether a privacy agreement is needed to respond to the 
request; 

<b1 ) negotiat i ng determining whether a privacy agreement can be reached, tbat 
gov e rns th e e xchange of - the privato information when said determining (b) determines 
that Han sgid privacy agreement is needed, wherein said privacy agreement governs 
the exchange of the private information, and wherein said negotiating determining of 
whether said privacy agreement ca n be reached comprises: 

determining whether to accent at least one proposed [[a]] privacy 
agreement can bo reached by examining said at least one proposed privacy 
agreement wherein said at lea st one proposed privacy agreement which 
includes a plurality of components which define a set of rules governing the 
exchange of private information; 

negotiating at least one component of said at least one proposed privacy 
agreement when said determining determines that [[a]] tbe privacy agreement 
should not be accepted; 

{b2) generating an accepted privacy agreement as a documont when said 
determining determines to accept that a privacy agreement can be accepted, 
wherein said documont accepted privacy agreement includes one or more 
components that define the accepted privacy agreement; 

(c) determining, based on said accepted privacy agreement, whether the server 
devroe is authorized to receive the private information associated with the client device 
when said determining (b) determines that a privacy agreement is needed can bo 
reached ; and 

(d) providing the private information to the server device associated with the 
request when said determining (c) determines that the server device is authorized to 
receive the private information associated with the client device. 
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20. (Original) A method as recited In claim 19, wherein the client device is a witless 
client device, and 

wherein the private information includes location information of the client device. 



21. (Original) A method as recited in claim 19, wherein said method further 
comprises: 

(e) thereafter producing a response to the request at the server device. 



22. (Original) A method as recited in claim 21 , wherein said producing (e) 
comprises: 

(e1) receiving the private information associated wfth the client device; and 

(e2) producing the response to the request based at least in part on the private 
Information. 



23. (Original) A method as recited in claim 22, wherein the private information 
includes location information of the client device. 



24. (Original) A method as recited In claim 19, wherein the request Includes a URL, 
and 

wherein said determining (c) comprises: 

(c1) comparing the URL of the request with a list of authorized URLs; and 

(c2) determining that the server device is authorized to receive the private 
information associated with the client device when said comparing (c1) determines that 
the URL of the request is found within the list of authorized URLs. 

25. (Currently Amended) A system for controlling information exchange between a 
wireless client device and server devices, the wireless client devioe being supported by 
a wireless network, said system comprising: 
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a proxy server device operative!/ connected between the wireless client device 
and the server device, wherein said proxy server device manages distribution of private 
information associated with the wireiess client device to the server devices, and wherein 
said proxy server device includes at least: 

a storage area, said storage area stores information received from at least 
one of the wireless client device and from the wireless network; 

a privacy manager, said privacy manager operates to restrict the release 
of the information received from the wireless client device and the wireless 
network to the one or more of the server devices unless a suitable privacy 
agreement governing the use of the information is in place for the one or more 
server devices; and 

wherein said privacy manager is further capable of operating to: 

determine whether said privacy agreement can bo fe accepted., 
wherein said privacy a greement can be accented by examining at least 
one proposed privacy agreement that includes a plurality of components 
which govern the exchange of privacy information associated with said 
client device; 

initiate negotiation of noaotinti n^ at least one component of said at 
least one proposed privacy agreement when said determining determines 
that flafl sajd privacy agreement should not bo is not accepted; and 

generating an accepted privacy agreement as a set of rules that 
govern the exchange of private information when said determining 
determines that [[a]J said privacy agreement should bo is not accepted. 

26. (Original) A system as recited in claim 25, wherein the information received from 
at least one of the wireless client device and the wireless network comprises location 
information associated with the location of the wireless client device. 



27. (Original) A system as recited in claim 25, 
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wherein the Information received from the wireless client device and the wireless 
network comprises location information associated with the location of the wireless 
client device, and 

wherein said system further comprises: 

a location manager, said location manager performs a reconciliation 
and/or canonicalization process on the location information received from the wireless 
client device and the wireless network to produce a determined location. 



28. (Original) A system as recited in claim 27, wherein said privacy manager 
operates to restrict the release of the determined location to the one or more of the 
server devices unless a suitable privacy agreement governing the use of the determined 
location is in place for the one or more server devices. 



29. (Original) A system as recited in claim 28, wherein the suitable privacy 
agreement is provided in a markup language. 

30. (Original) A system as recited in claim 28, wherein said privacy manager can 
further negotiate with the one or more server devices to establish a suitable privacy 
agreement. 



31 . (Original) A system as recited in claim 25, wherein said privacy manager can 
further negotiate with the one or more server devices to establish a suitable privacy 
agreement. 



32. (Original) A system as recited in claim 25, wherein the information received from 
at least one of the wireless client device and the wireless network comprises subscriber 
information associated with the subscriber of the wireless client device. 
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33. (Original) A system as recited in claim 25. wherein the information includes 
private information and non-private information, and 

wherein said privacy manager restricts access to the private information but not 
the non-private information. 

34-36 (Canceled) 



37. (Previously Presented) A method as recited in claim 1 , wherein said accepted 
privacy agreement includes the following principle components: a PROP, an agreelD, 
final, a propURI, a postURL, a realm, an entity, an assurance, an agrexp, and an 
optional principal component 



38. (Previously Presented) A method as recited in claim 1 , 

wherein said privacy agreement is negotiated in accordance with a Platform for 
Privacy Preferences (P3P) protocol, and 

wherein said accepted privacy agreement includes one or more of the following 
principle components: a PROP, an agreelD, a final, a propURI, a postURL, a realm, an 
entity, an assurance, an agrexp, and an optional principal component. 

39. (Previously Presented) A method as recited in claim 1, wherein said method 
further comprises: 

providing an accepted privacy agreement in a markup language. 

40. (Previously Presented) A method as recited in claim 39, wherein said markup 
language can be XML, HTML, WML, and HDML. 

r 

41. (Canceled) 
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42. (New) A method as recited in claim 1, wherein said method further comprises: 

subsequent to said negotiating (c3) determining (c2) whether to accept at least 
one proposed privacy agreement 



43. (New) A method as recited in claim 19, wherein said method further comprises: 

subsequent to said negotiating determining whether to accept at least one 
proposed privacy agreement. 



44. (New) A computer readable medium including at least computer program code 
for exchanging private information associated with a client device to a server device vis 
a proxy server, said computer readable medium comprising: 

computer program code for establishing an authorization agreement that 
authorizes the proxy server to negotiate privacy agreements with server devices on 
behalf of the client device, wherein the privacy agreement defines a set of rules that 
govern the exchange of information between the client device and the server device; 

computer program code for receiving a request at the proxy server; 

computer program code for receiving a proposed privacy agreement from the 
server device associated with the request; 

computer program code for initiating negotiation of the privacy agreement by the 
proxy server on behalf of the client device when the proposed privacy agreement is not 
in accord with the authorization agreement; 

computer program code for accepting the proposed privacy agreement as a 
privacy agreement by the proxy server for the client device when the proposed privacy 
agreement in accord with the authorization agreement; and 

providing the private information to the server device, after said accepting of the 
proposed privacy agreement, or after said negotiating of the privacy agreement. 
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45. (New) A computer readable medium including at least computer program code 
for controlling exchange of private information associated with a client device, said 
computer readable medium comprising: 

computer program code for receiving a request from the client device; 

computer program code for determining whether a privacy agreement is needed 
to respond to the request before private information associated with said client device is 
exchanged; 

computer program code for determining whether a privacy agreement can be 
reached before private information associated with said client device is exchanged 
when said determining determines that said privacy agreement is needed, wherein the 
privacy agreement includes a plurality of components and governs the exchange of the 
private information, and wherein said determining of whether said privacy agreement 
can be reached comprises: 

determining whether to accept at least one proposed privacy agreement 
by examining said at least one proposed privacy agreement, wherein said at 
least one proposed privacy agreement includes a plurality of components that 
govern the exchange of the private information associated with said client; 

initiating negotiation of at least one component of said at least one 
proposed privacy agreement when said determining determines not to accept 
said proposed privacy agreement; 

generating an accepted privacy agreement as a set of rules that govern 
the exchange of private information when said determining determines to accept 
said privacy agreement and 

computer program code for thereafter producing a response to the request when 
said determining determines to accept said privacy agreement. 
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